TAKE-HOME - SECURITY IS A GROUP PROJECT, PART 3 (
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@ Consulted: whoever holds an

Sharing the answers doesn't mean everyone sees everything, or answer

touches anything. Pull knowing and acting apart, put a name on every
answer, and keep the dangerous details narrow.

@ Informed: everyone else, before
the call, not after
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Shareinlayers Agents get the same rules, stricter
The answers, widely. Fixed? Blocked? Reachable? An agent can know a lot, act very little (it
How sensitive? Mostly not dangerous. proposes, a person approves), and never be the
The details, narrowly. How the flaw works and how name on a claim. It shows its sources and leaves
to use it, only for the people fixing it. That layer a receipt, like everyone else.
opens once it's fixed.
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WHERE TO START: FILL THIS IN FOR WHERE YOU WORK

WHO CAN SEE IT (AND WHO WHO CAN WHOSE NAME IS ON GOOD

THE SEVEN QUESTIONS SHOULD) ACT IT UNTIL

-—

- Already fixed?

- Something blocking?

- Can anyone reach it?

- How sensitive?

- Change it safely, how fast?

- Retire it instead?
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+ Who does the work?

FIX FIRST ) Answers nobody's name is on, and people who can act but can't see.
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